
Information on our privacy policy for members
Disclaimer: The legally binding version of this document is the German one!

This is an overview about how we process your personal data and your rights regarding it defined by the respective data protection
laws. The details about collection, processing and usage of your data follows below.

1 Responsible entities
StuRa der Technischen Universität Dresden
Arbeitsgemeinschaft Dresdner Studentennetz
Helmholtzstr. 10
01069 Dresden
(called AG DSN in the sections below)
Data protection officer
Technische Universität Dresden
Herr Jens Syckor
Datenschutzbeauftragter
01062 Dresden
Telefon: +49 351 463 32839
Email: informationssicherheit@tu-dresden.de

Responsible supervisory authority for data protection
Sächsische Datenschutzbeauftragte
Frau Dr. Juliane Hundert
Devrientstraße 5
01067 Dresden
E-Mail: saechsdsb@slt.sachsen.de
Telefon: + 49 (0) 35185471 101
www.datenschutz.sachsen.de

2 Collected Data
We collect and process the following data:

1. Name, postal address, duration of your membership and fi-
nancial transactions are collected for accounting and tax pur-
poses due to UStG §14b till 10 years after the end of your
membership.

2. You user name and the resulting e-mail address is saved for
3 years after the end of your membership to avoid duplica-
tions. Wemay store a hash of your username for longer than
this time.

3. Your traffic statistics (exclusively transmitted data volumes)
of the last 7 days are saved as long as you use the provided
network access.

4. In security-related incidents, your network traffic (transport
data) may be recorded and stored until the incident is re-
solved.

5. Support tickets are saved for 2 years after the last contact
with you to provide you with better diagnostics and help.
After this time we might store your support tickets for addi-
tional 3 years after removing all personal data.

The following data can be collected and processed until the end of
the next calendar year after membership ends:

6. Other e-mail addresses you provide, which are used for con-
tacting you.

7. Data required for the services we offer (e.g. web hosting,
e-mail, database).

8. Your MAC and IP addresses, which are required to access
the student network.

9. Your date of birth, which is required based on TKG §172.
10. If available, your “Debitorennummer” of the Studentenwerk

Dresden to get information about the rental object (room)
and the rental period.

11. Past residences in dormitories we are operating in to cor-
rectly book membership fees.

If you are using the WiFi provided by us, the following data will
be processed and stored:
12. Your devices MAC address and hostname together with the

IP address assigned to your device for the time of your con-
nection. This data is needed for the operation of the WiFi.

13. The current signal strength of your devices with our Access
Points (This is only a snapshot and not stored). This data is

needed of the operation and monitoring of the WiFi.
14. Your username, time of access and name of the SSID you’re

connecting to. This data is stored based on §172 TKG un-
til the end of the calendar year following the termination of
your membership.

The data listed above is processed, if not additionally explicitly
mentioned with the individual data, with the following legal
bases:

• The data mentioned under point 1 - 13 is collected in accor-
dance with GDPR art. 6 par. 1 b.

3 Processing and access control
The data mentioned above is processed and saved electronically
and/or in hard copy. All active (according to our constitution)
members of theAGDSNget access to all data after receiving an in-
troduction about the proper data protection procedures in accor-
dance to the European General Dataprotection Regulation (EU-
GDPR).
To solve technical issues, partners of AG DSN can get insight to
the data collected according points 2.12 and 2.13.

3.1 Removed.
4 Data sharing
If required by law (e.g. UrhG §101 Abs. 9 or TKG §173, §174) we
will provide collected information to entitled third parties. If you
violate the Rahmennetzordnung defined by the ZIH or the usage
agreement with the DFN, your data may be shared with them.

5 Your rights
You have the following rights:

• the right to receive a copy of your data according to GDPR
art. 15

• the right to rectification of your data according to GDPR
art. 16

• the right to erasure of your data according to GDPR art. 17
• the right to restrict the processing of your data according to

GDPR art. 18
• the right to transfer your data according to GDPR art. 20
• the right to object according to GDPR art. 21

According to DSGVO art. 77 you have the right of appeal to the
appropriate data protection supervisory authority.
You canwithdraw your consent to the processing of personal data
at any time. This right of withdrawl also applies to consent you
have given before the DSGVO’s commencement (May 25, 2018).
Please note that your revocation is effective only for the future, i.e.
data processing done before your revocation will not be affected.
Please direct your withdrawl to the the AG DSN support:
StuRa der TU Dresden
Arbeitsgemeinschaft Dresdner Studentennetz
Support
Helmholtzstraße 10
01069 Dresden
E-Mail: support@agdsn.de

5.1 Your right to object
• If you object to the collection and processing of your data

as described under point 2.1, 2.2 and 2.11, your membership
will end immediately.

• If you object to the collection and processing of your data as
described under point 2.3 to 2.10 and 2.12 to 2.14, we can not
provide you with the respective services any longer.

• If you object to the collection and processing of your data as
described under point 2.5, the support quality we can pro-
vide you with may suffer.
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I understand the privacy statement and take note of it.

Location, date: Signature:
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